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Identifying System Vulnerabilities with Nessus
By Special Agent Jim lves, DCIS Boston Resident Agency

Ask any system administrator
and they will tell you that keep-
ing their systems secure from
hackers and internal misuse re-
quires constant vigilance. New
security vulnerabilities are dis-
covered on aregular basis, and
hackers are more than willing to
utilize these vulnerabilities to
their advantage. Compounding
the problem is the fact that most
sysadmins spend the magjority of
their days (and oftentimes, their
nights) fighting to keep their
systems up and running, ad-
dressing users concerns, and
handling day to day anomalies
and glitches which are common
to any network.

So how can a sysadmin pressed
for time effectively audit their
network for potential security
vulnerahilities? Luckily, auto-
mated tools, such as security
scanners, are available to sysad-
mins to help them to identify
potential problems, and to sub-
sequently "harden™ their sys-
tems.

WHAT ISA SECURITY
SCANNER?

Simply put, a security scanner is
software which will audit a
given computer network, and
report whether various system
vulnerahilities exist. Upon
identifying potential security
issues, more advanced scanners
will provide direction as to how
the vulnerability can be elimi-
nated. Unfortunately, over the
years, some security scanners
have devel oped nasty reputa-
tions. Many of these scanners
are freely available on the Inter-
net, and since these scanners
can be utilized to audit systems
remotely, they have become
useful toolsin hackers arsenals.
In fact, one of the first steps
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hackers generally takein at-
tempting to break into com-
puter systemsis to scan the net-
work of interest in order to as-
certain whether known vulner-
abilities exist. One such scan-
ner, known as NMAP, is so
common that a search of any
hackers computer system will
almost assuredly identify a copy
of the program. Fortunately,
most modern day firewalls
(when properly configured) can
block these scans, and most In-
trusion Detection Systems (IDS)
will aert administratorsto the
fact that their system is being
scanned. Unfortunately, newer
version of scanners can be con-
figured to defeat certain fire-
walls (especialy if misconfig-
ured). It isalso unfortunate that
the prevalence of scanning
(leave a system on-line for any
period of time, and it will most
assuredly be scanned by a
hacker with a bit too much time
on his hands) hasresulted in
many administrators smply ig-
noring IDS reports of scanning
activity.

THE NESSUS PROJECT

In 1998, a group of program-
mers led by Jordan Hrycg and
Renaud Deraison set out to cre-
ate a security scanner which was
thorough, simple to use, and (of
significant importance to cash
strapped organizations) - free of
charge. Deraison, viathe Nes-
sus website (Www.nessus.org)
indicates that at the time of ini-
tial release, the only thorough
and free security scanner avail-
able was SATAN (Security Ad-
ministrator Tool for Analyzing
Networks), and due to lack of
continued development of the
utility, the tool became out-
dated. The project has been in-
credibly successful, and Nessus

is now recognized as one of the
most thorough tools available to
audit systems security. Through
constant updating of security
scripts which identify new vul-
nerabilities (known as
"plugins’) utilized by the Nes-
sus engine, which are allegedly
updated daily, the creators of
Nessus have created a utility
which will maintain its useful -
ness.

DOWNLOADING NESSUS

Nessus consists of two separate
modules - a server (nessusd)
which is responsible for the at-
tacks, and a client which col-
lects the results. Although there
are three clients available (one
for the Gimp Tool Kit, one for
Microsoft Windows, and one
for Java), there is only one ver-
sion of the server (for POSIX
systems: i.e. Linux, Solaris,
FreeBSD, etc.). For the sake of
simplicity, we will assume a
standard Linux install. Success-
fully installing the scanner does
require that certain items be pre-
sent on your system: namely,
The Gimp Toolkit version 1.2
(availableat ftp: //ftp. gi np.
org/ pub/ gt k/ v1.2.), NMap
(avail abl e at http://ww.

i nsecure. org/ nmap - Version
2.52 isrecommended), and m4
if your system does not come
installed with alibgmp
(availableat f t p. gnu. or g/ pub/
gnu/ m4). Assuming these utili-
ties are present on your system,
you are ready to download and
compile the required packages.
The following four packages
must be downloaded and com-
piled in thelisted order, other-
wisetheinstallation islikely to
fail:

- nessus-libraries

Nessus

“Luckily, automated
tools, such as
security scanners,
are availableto
sysadmins to help
themto identify
potential problems,
and to subsequently
‘harden’ their

systems.”



“ Keep in mind that

no single utility
can ever detect
each and every
vulnerability which
could potentially

threaten a system.”

- libnasl
- nessus-core
- nessus-plugins

A list of several FTP sites offer-
ing the packages can be found
al: http://ww. nessus. org/

posi x. ht mi . Look for thefiles:
nessus-libraries-x.x.tar.
gz , libnasl-x.x.tar.gz ,

nessus-core. x. x.tar.gz ,and

nessus- pl ugi ns. x. x. tar. gz.

Once you have downloaded
these files, you are ready to
compile for use on your system.

COMPILING & INSTALL-
ING NESSUS

Compiling and installing the
program isfairly straight for-
ward, but remember, you have
to install the packages in order.
Untar each of thefiles. This
will create separate directories.
From the command prompt,

type:

cd nessus-libraries
./configure
make

After this, execute this com-
mand as root :

make install

Then, compile and install the
next library:

cd libnasl
./configure
make

And as root, execute the com-
mand:

make install

Repeat the same operation with
nessus-core and nessus-plugins.

Also, make surethat / usr/
local/libisin/etc/Id. so.
conf . If it isn't, modify the file,
and from the command prompt
type: I dconfi g.

Assuming the install was suc-

cessful, you will now need to
create a nessusd (the nessus
server) account. The nessus-
adduser command will accom-
plish thisgoa. From the com-
mand prompt, type: nessus-
adduser. The session should
look similar to the following:

$ nessus-adduser

Login : Jives <userdefined>
Password : dcis <userdefined>
Aut henti fication type

(ci pher or plaintext)

[ci pher] : <enter>

Now enter the rules for
this user, and hit ctrl-D
once you are done :

the user can have an empty

rule set) : <enter>

Logi n : Jlves
Psswor d : dcis
Aut hentification : cipher
Rul es :

I's that ok (y/n) ? [y] vy
user added.

Next, you will have to start the
Nessus client. Accomplish this
be typing:

nessusd -D

Assuming all has gone as
planned, you should now be
ready to use Nessus.

USING NESSUS

Thefirst step in using Nexxus is
launching the client front-end.
At the command prompt, type
nessus, and program should
execute. The graphical user in-
terface will appear. Immedi-
ately click on the'log in' option,
and enter the password you sup-
plied when initialy setting up
the server account. Y ou should
then be logged on. The folders
located at the top of the screen
will let you configure the scan
to your liking. Y ou may wish to
be selective (be especially care-
ful with some of the denial of

service scans, as they may cause
crashes), or you may simply
wish to run afull scan for all
known vulnerabilities. For spe-
cifics relative to setting up con-
figurations, see ww. nessus.

or g/ denmo/ second. ht m . Once
you have configured to your
liking, choose the 'Target Selec-
tion' option, and enter the IP
address or domain of the system
youwish to scan. Then,
choose the 'Start the Scan' op-
tion at the bottom of the user
interface. Depending upon the
configuration you chose, the
scan may take quite some time
to complete. However, when
the scan has been completed, a
'test result’ window will appear
which contains a thorough re-
port detailing vulnerabilities
which were identified, as well
as suggestions as to how to cor-
rect the vulnerabilities, and
URL's which can be accessed in
order to receive more informa-
tion.

A WORD OF WARNING

Keep in mind that no single util-
ity can ever detect each and
every vulnerability which could
potentially threaten a system.
Utilization of scanners such as
Nessusis but one of many secu-
rity audit routines that a system
administrator may wish to peri-
odically employ. Also keepin
mind that you should never scan
asystem for vulnerabilities
without the express consent of
individuals responsible for said
system. Scans such as those
accomplished via Nessus are
generally very obvious to even
the most elementary IDS sys-
tems, and scans of the nature
performed by Nessus can sig-
nificantly degrade performance
of the target system, or in lim-
ited instances, even crash the
system. Although scans of sys-
tems are not illegal per se, you
should only scan systems within
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sole intent of identifying and
correcting vulnerabilities.

CONCLUSION

With the limited time available
to most system administrators,
automated tools such as vulner-
ability scanners can provide an
effective meansto periodically
assess the security of their sys-
tems. Although often thought
of asthe tools of hackers, in re-
ality, scanners such as Nessus

Know the Code!l

can function as afirst line of
defense against those who are
inclined to illegally access and
misuse your systems.

For more information, see:
http://ww. nessus. org

NOTE: Neither the author nor DCIS
makes any representations or warranties
relative to the products referenced
within thisarticle. In no event will
DCISbeliable for any indirect, puni-
tive, special, incidental, or consequential
damages, however they may ariserela-

tive to the use of products referenced
within thisarticle. There are inherent
dangersin the use of any software avail-
able for download on the Internet, and
the author cautions you to make sure
that you completely understand the
potential risks before downloading any
of the software, or utilizing the software
on your system. Should you choose to
download and utilize the referenced
application, you are solely responsible
for adequate protection and backup of
the data and equipment used in connec-
tion with any of the software, and nei-
ther the author nor DCIS will be held
liable for any damages that you or your
organization may suffer in connection
with using, modifying or distributing
any of the software referenced herein.

Common Federal Statutes Utilized in Prosecuting Computer Crime
By Special Agent Jim lves, DCIS Boston Resident Agency

18 USC 1030-Fraud and Related Activity in Connection with Computers

This article will be the first of
severa which explores various
federal statutes utilized in prose-
cuting computer related crimes.
Although computer crime inves-
tigators and prosecutors are gen-
eraly familiar with these stat-
utes, systems administrators and
network security professionals
arerarely given the opportunity
to review and digest information
relative to the statutes which
investigators and attorneys use
on adaily basis to combat com-
puter related crime.

The statute most commonly util-
ized in connection with prose-
cuting computer crime at the
federal level is Title 18 United
States Code, Section 1030, enti-
tled “Fraud and Related Activity
in Connection with Computer
Crime.” Although the statute
has been referred to as “the
hacker statute” throughout the
law enforcement community, it
actually contains language
which could be utilized to
prosecute several types of com-
puter-related crime, including
internal misuse of computer sys-
tems, introduction of viruses
into protected systems, and de-
nial of service attacks.
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The full text of the statute is as
follows:

(8) Whoever -

(1) having knowingly ac-
cessed a computer without au-
thorization or exceeding author-
ized access, and by means of
such conduct having obtained
information that has been deter-
mined by the United States
Government pursuant to an Ex-
ecutive order or statute to re-
quire protection against unau-
thorized disclosure for reasons
of national defense or foreign
relations, or any restricted data,
as defined in paragraph y. of
section 11 of the Atomic Energy
Act of 1954, with reason to be-
lieve that such information so
obtained could be used to the
injury of the United States, or to
the advantage of any foreign
nation willfully communicates,
delivers, transmits, or causes to
be communicated, delivered, or
transmitted, or attempts to com-
municate, deliver, transmit or
cause to be communicated, de-
livered, or transmitted the same
to any person not entitled to re-
ceiveit, or willfully retainsthe
same and failsto deliver it to the
officer or employee of the
United States entitled to receive

it;

(2) intentionally accesses a
computer without authorization
or exceeds authorized access,
and thereby obtains -

(A) information contained
inafinancia record of a
financial institution, or of acard
issuer as defined in section 1602
(n) of title 15, or contained in a
file of a consumer reporting
agency on a consumer, as such
terms are defined in the Fair
Credit Reporting Act (15 U.S.C.
1681 et seq.);

(B) information from any
department or agency of the
United States; or

(C) information from any
protected computer if the con-
duct involved an interstate or
foreign communication;

(3) intentionally, without au-
thorization to access any
nonpublic computer of a depart-
ment or agency of the United
States, accesses such a com-
puter of that department or
agency that is exclusively for
the use of the Government of
the United Statesor, in the case
of a computer not exclusively
for such use, is used by or for
the Government of the United

“..itactually
contains language
which could be
utilized to prosecute
several types of
computer-related
crimes, including
internal misuse of
computer systems,
introduction of
viruses into systems,
and denial of
service attacks.”



States and such conduct affects
that use by or for the Govern-
ment of the United States;

(4) knowingly and with intent
to defraud, accesses a protected
computer without authorization,
or exceeds authorized access,

(6) knowingly and with intent
to defraud traffics (as defined in
section 1029) in any password
or similar information through
which a computer may be ac-
cessed without authorization,
if -

(A) such trafficking affects

A cursory review of the statute
reveals that legidlators were at-
tempting to cover a broad array
of potential violationsviaasin-
gle, all encompassing statute.
For example, while section one
focuses upon access to protected
(i.e. classified) information con-

and by means of such conduct interstate or foreign commerce;  tained in government systems “Acursory review
furthers the intended fraud and Or (B) such computerisused  and subsequent transmittal to of the statute
obtains anything of value, by or for the Government of the  other entities (such as would reveals that

unless the object of the fraud
and the thing obtained consists
only of the use of the computer
and the value of such useis not
more than $5,000 in any 1-year
period;

United States; legislators were
attempting to cover
a broad array of
potential violations
viaasingle, all
encompassing

occur in an espionage case),
section two focuses on more
traditional hacking involving
obtaining information from pro-
tected computer systems, and
does not necessarily require

(7) with intent to extort from
any person, firm, association,
educational institution, financial
institution, government entity,

(5)(A) knowingly causes the
transmission of a program,
information, code, or command,
and as aresult of such conduct,
intentionally causes damage
without authorization, to a pro-
tected compuiter;

(B) intentionally accesses a
protected computer without
authorization, and as aresult of
such conduct, recklessly causes
damage; or

(C) intentionally accesses a
protected computer without
authorization, and as aresult of
such conduct, causes damage;
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or other legal entity, any money
or other thing of value,
transmits in interstate or foreign
commerce any communication
containing any threat to cause
damage to a protected com-
puter; shall be punished as pro-
vided in subsection (c) of

this section.

The statute goes on to list poten-
tial penalties for committing the
aforementioned offenses, which
include imprisonment from 5 to
20 years, aswell as avariety of
potential fines.

Tracking a Spy Through the Maze of Computer Espionage
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his own to catch the hacker who
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subsequent transmittal or deliv-
ery to other parties. Section
three focuses upon illegal access
to sensitive systems without
adding the “ obtaining informa-
tion” caveat.

The statute also includes provi-
sions to prosecute issues other
than hacking, such as causing
damage via “transmission of a
program, information, code, or
command,” which could poten-
tially alow for prosecution of
those who knowingly transmit
viruses, or those who knowingly
launch denial of service attacks
against systems.
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the network as a platform to
break into sensitive U.S. gov-
ernment computer systems. Af-
ter severa attemptsto involve
law enforcement which are less
than successful, Stoll sets out on

goody,” but surprisingly
enough, many of the exploits
referenced are still being used
by hackers to compromise sys-
tems today. Computer Crime
investigators and system admin-
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